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Introduction
Have you ever wondered how the Internet really works? Many peo-

ple often think about what goes on behind the screen when doing 
something as basic as surfing through Google. In fact, the Internet 
heavily relies on the Domain Name System (DNS), a database of net-
work names and IP addresses. Experts call DNS the phonebook of the 
Internet.

These three little letters hold huge weight in the Internet. Without 
it, the Internet as we know it, would not exist. Without it, we’d be 
dealing in ones and zeroes.

So, what the heck is a DNS and why it is important? In brief, it is a 
comprehensive translation system that is used to search the Internet. 
“Translate what?”, you might ask. In the simplest form of definition, 
DNS is the term used to describe a system that assigns user-friendly 
names to unique IP addresses. It translates unfathomable amounts of 
data into words and phrases in order to provide clear and accurate 
search results.

Each IP address must be distinct in its network, which therefore al-
lows users to reach a particular website. An IP address could be a 
set of any four numbers, from 0 to 255, like “162.247.79.100”. While 
computers communicate using strings of numbers, humans do not 
communicate in such a way. DNS translates the strings of numbers in 
IP addresses into human-friendly phrases. When you type a domain 
name into your browser, the DNS system bursts into action, translat-
ing the browser name into the IP address associated with the website. 
Once the website IP address is found, your computer connects with 
the website host and the page is displayed on your computer.

While the concept seems basic, DNS is the cornerstone for how 
we use the Internet daily. Without DNS, everyday activities such as 
shopping, web browsing, research, communications, or downloading 
would not be possible.

History of DNS 
It is imperative for users surfing the Web to be aware of the evo-

lution and history of DNS. This system was initially conceptualized to 
support the growth of communication via email on the ARPANET, but 
it now supports the Internet on a global scale. Looking at this protocol 
and covering its early history can be quite challenging. However, as it 
is built to provide services that enable effective communications, it is 
key to describing its fully functional characteristics.

Initially, working with a few sets of numbers, leads to assigning al-
phabetic hosts to ARPANET. Afterwards, the use of alphabetic names 
are enhanced since they are easier to remember. The development of 
host names is useful for the growth of computer programs, and being 
aware of their network is important. Since the core of each of these 
host names was built by numbers, each site was awarded a host name 
that would provide a guide through the network addresses in simple 
text records. 
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On the other hand, as early data types began to be carried, Internet 
mail was also re-defining its attempts in making mail systems benefit 
from the use of DNS. These attempts included the added application 
features, however, they were not successful as it was not ideal to hook 
other applications to DNS roots just yet. Retrospectively, it took nearly 
a decade to create the first major update to the specific DNS protocol 
published. 

What was the update? 

Well, it was the inclusion of a more flexible and dynamic method to 
aid servers. This update kept them up to date with the use of Incre-
mental Zone Transfer (IXFR) and NOTIFY, which were both impactful 
mechanisms at that time.

However, users soon realized that keeping multiple copies of hosts 
is inefficient and human error could pertain. Therefore, in 1973, a cen-
tral system was allocated to be the official source of the host master 
files. This system worked well for a decade, but by the 1980s, the 
disadvantages of a centralized management were becoming obvious. 
This, coupled with the need of replying to emails to encourage the 
progress of the domain concept, was problematic.

A group of programmers held a meeting in 1982 to come up with a 
solution to relaying emails. Initially, emails were sent from site to site 
and would have to go through several different links. Sending emails 
was becoming a tedious task. In a bid to solve this matter, domain 
names were constructed to give individuals the same address, regard-
less of the destination of the email. 

Hence, there was a need to construct a registered administrative 
domain, which could be maintained better. After a series of commu-
nications, the concept was developed in November 1983. It was pub-
lished under the name “Domain Names Plan”. 

DNS is a crucial part of Internet operations and is easily upgraded. 
It regularly swipes out bugs and is completely trusted by the Internet 
community. 

First Generation DNS

The most effective way to enhance first generation DNS was by pro-
viding continuity when multiple servers answered numerous queries 
simultaneously. This renamed a server as “master”, denoting the oth-
er servers as “slave” servers. Practically, each slave followed instruc-
tions to keep updated with the master, determining changes in data 
periodically.

Second Generation DNS

The game changer in the second generation DNS was NOTIFY. This 
prevented the master from waiting on slaves for feedback. More-
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over, delaying problems were solved as well, as previously, the master 
could not send notification messages to its respective slaves in order 
to prompt them to acquire fresh data. Meanwhile, IXFR highlighted 
the way data was to be communicated through records, notifying 
hundreds of changes instead of just the primary. It changed the sys-
tem of sending central messages, as now, with each specific change, 
changes were enabled to be sent, rather than sending out multiple 
messages at a time.

Third Generation DNS

The third generation provided a turning point in the dynamic chang-
es later adopted, mentioned as RFC 2136. Comparatively, in the first 
generation, an administrator used to access the master server, do file 
editing, and then wait till the master reloaded the file, all before slaves 
finished with their updates. However, administrators were no longer 
required to log into the master, as they could carry out their updates 
across the network. 

Although this sounds like a minor establishment, its effect was im-
pactful in the long run. Updates now reused original messages with 
their original format for other purposes. Meanwhile, other efforts to 
define extensions were added, and this modernized the entire system 
overall. 

Additionally, the structural integrity of the protocol increased with 
the codes being added. Moreover, this led to DNS security, which was 
the next grand focus for modification to be made in later times to 
come.

The IETF

The Internet Engineering Task Force (IETF) is the name given to a 
body of a global Internet community that consists of network design-
ers, operators and researchers. It is concerned with developments in 
the field of Internet. The membership of this community is open to 
anyone who might be interested. The organization holds meetings 
three times a year and much of the work is distributed via emails. 

Additionally, the technical work is carried out by working groups 
that are divided into further topics. These various working groups 
come under the command of the area directors. Therefore, they are 
members of the Internet Engineering Steering Group. Their prime job 
is to provide an overview to all the tasks carried out by said group. 
This group is also responsible for any failure the group might encoun-
ter, which the board would have to investigate for an appeal.

The other organization that is involved in the regulation of this sys-
tem is the Internet Assigned Numbers Authority (IANA). It is the key 
coordinator for the guidelines of specific Internet projects and their 
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standards. The body is governed by the Internet society and acts as 
the regulator to allocate and coordinate the innumerable Internet 
protocols. These guidelines are presented in the IETF Standards Pro-
cess.

In the outline, creating an Internet standard is very basic. It requires 
a specification and careful analysis of the information by the Internet 
community. This is adopted to uphold the standard. However, in real-
ity, the process is much more complicated, since it demands creating 
high-tech specifications, consulting all the stakeholders, and the ne-
cessity to establish a wide-ranging community and evaluating a par-
ticular specification.

RFCs

A Request for Comments (RFC) is a term used to describe an of-
ficial request from the IETF, which occurs after the committee has 
constructed rules. Usually, it is done after the stakeholders present a 
review. Each RFC is of a different nature. While some are information-
al, others are intended to construct Internet standards. Once the RFC 
has been finalized, no further comments can be made to alter it. If a 
change is required, it can be done by suppressing other RFCs

Interestingly, RFCs were first constructed in 1969 and are currently 
a part of the official functions of the IETF. Furthermore, they com-
prise larger extents of the global community of Internet researchers 
as well. The first RFC was drafted and then its copies were distributed 
among leading IT experts. The earlier versions of the RFCs were to en-
courage discussion. Conversely, its form of writing does not indicate 
authoritativeness. This less formal style has now become a common 
form of writing of the RFC. 

The University of California was responsible for some of the earlier 
RFCs, as it became the face of the interface message processors. It 
also became home to the Augmentation Research Center (ARC) and 
was one of the first sources of early RFCs. These centers became one 
of the first to transmit RFCs besides other network information. After 
the original contract with the United States Government had expired, 
the Internet society, acting on behalf of the IETF, assumed the role of 
editorship and took the responsibilities of working on the RFC. The 
most recent RFC development has been on the editing duties. The 
IETF working groups under the IEFT director handles the publication 
of these documents. In 2008, a new model proposed to split the task 
into several different stages. This also included a new role of RFC se-
ries advisory group. Moreover, it was revised again in 2009 with stan-
dards defined for their style. Up until late 2011, the system has been 
revised, and Heather Flanagan was appointed as the permanent RFC 
editor. 
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Function
In its simplest form, the DNS is a database that maintains the names 

of websites, such as http://www.microsoft.com, and links them to a 
particular IP addresses that consist of a number pattern. However, this 
can be defined as its simplest task. Linking addresses to names is the 
basic function of DNS, as is it used for a variety of services, apart from 
host to address mapping. 

Some of the major functions of DNS involves locating IP addresses 
to specific site names, and then storing this data. This process is also 
called “maintaining records”. The second function is to distribute the 
DNS over a vast network of connections. Additionally, a DNS can also 
store a vast library of records. For many experts, DNS is the term used 
to define a database and, most importantly, a database that can be 
easily shared. This is, because each server holds only a minor portion 
of the host name to IP address details and manages to create a map-
ping out of that. 

Moving on, each DNS server is configured with a special record that 
informs where the DNS server is located. Since it is a database of sorts, 
it will also look up where the server is located and look up unrecognized 
records. Due to this process, each DNS server holds a small part of the 
host to IP mapping address. This collection of ‘host to IP address map-
ping’ is also called the namespace. When looking up a name in the DNS 
system, the user must first check the high-level database. This procedure 
tells the client how to check the DNS server host. As a next step in the 
process, it specifies queries the client can address through the hostname 
given by the DNS server. The process continues until the user is sure 
to find the accurate server that hosts the DNS required. 

Additionally, finding the correct DNS and identifying the correct 
mapping of records stored by the database permits the DNS to main-
tain records. These record types are useful for several other purpos-
es and may help other applications. For example, the record of The 
Mail Exchanger provides mail servers with the data needed to pass on 
sender-to-recipient emails. Another important record used by Micro-
soft Active Directory is to locate network services exactly. 

Although it may seem as if DNS are complicated, their importance 
lies in the fact that other processes solely rely on it to function. 

World Wide Web  

This services relies on DNS for human-friendly navigation. Users can 
easily access a website by entering the IP address of a particular site 
or web browser. However, remembering several numbers is not the 
best way to approach the site. Therefore, it is much easier to remem-
ber the DNS name for a website that will present user-friendly names, 
such as google.com. 

WE B HO ST INGG EE KS.COM 16 2.24 7.79 .100
7.799.10

16 2

The market share of DNS providers 
is calculated based on the number of 
domain names that use their service.
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E-Mails

E-mails were the main reason the DNS was developed and are one 
of the most popular functions of the DNS. Through the web, DNS links 
the names to IP addresses for various sites, although email servers 
need a more advanced record than what is required of basic host 
names. For instance, when an email is sent by a user through Out-
look or Gmail, it can either be sent to the recipient at their domain or 
to another email server that is providing a good service. If the email 
specifies an outgoing mail server that is not the target domain, then 
the user is using a reliable process.

Besides, an email address contains two portions. It has a host and a 
recipient. For instance, in the address postmaster@domain.tld, post-
master is the recipient and the mail transfer agent is responsible for 
ensuring that the message reaches the recipient. Pragmatically, any 
application that requires the Internet connects two or more hosts, 
which then shares information or communicates using DNS services. 

Other uses of DNS servers include the more recent upgrade in 2008 
that supports a zone type called the stub zone. This is a zone that 
contains features and records of resources that are used to identify 
forceful DNS servers for that zone. This zone operates in such a way 
that lets the parent zone be aware of a forceful DNS server for its child 
zone. Another key feature of the DNS, is that it provides integration 
with other Microsoft networking services. These features include con-
nection with services, such as Windows Internet Name Service and 
Dynamic Host Configuration Protocol. With its improved ease of ad-
ministration, DNS now allows graphical user interface to manage DNS 
server services. In addition to DNS console, other applications help 
manage and support DNS servers better.

email accounts

There are more than

3. 2 billio n

Structure 
The DNS hierarchical distributed database and a set of protocols 

are what define the DNS architecture. It is a mechanism for updating 
the database, replicating information and a schema of the database. 
DNS was conceptualized in early days of the Internet when it was just 
a minor network established by the United States Department of De-
fense. The various host names in DNS were administered by a single 
host that was located in the central administered server, and any site 
that required the host name downloaded this file. On the other hand, 
as Internet became common, the size of this file expanded with the 
traffic it generated. The need for a new host soon rose, which further 
featured support for various data types.

Therefore, the Domain Name System was introduced in 1984, and 
it became the new system that was needed in the Internet world. For 

mailto:postmaster@domain.tld
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the DNS, the host name is stored in a database that can be distribut-
ed among multiple servers. This will then decrease the pressure on 
any one server and will also allow access to this database without any 
location constraints. DNS is said to support hierarchical names and 
allows the use of various data in addition to mapping. Since the data 
is shared and the size of the host is unlimited, the performance of the 
DNS does not degrade when more servers are added. 

The domain name lies at the top of the hierarchy, as DNS is a da-
tabase that contains different types of data, including host names 
and domain names. The names in the DNS form a hierarchical tree 
structure; this is called the domain namespace. These names are of 
individual labels, which are subsequently divided through dots. A fully 
qualified domain name is unique enough to be easily identified by the 
hosts’ position in the DNS’s structure. This can be done through the 
hierarchical tree or by specifying the dots that state the path from 
the host to the root. The namespace is dependent on the concept of 
a tree that consists of named domains. Each level, branch or leaf can 
represent a different stage of the hierarchy. Adding on, a branch is a 
stage where more than one name is used to identify the collection of 
named resources. A leaf represents a single name that is used only 
once to mention a specific resource. 

Any name that is used in the tree is technically a domain. However, 
experts have found that there are five main ways that a level can be 
used. For example, a DNS domain name assigned to Microsoft is a sec-
ond-level domain. This occurs due to the name having two parts that 
indicate whether they are located near the root or the top of the tree. 
Several DNS names have two or more labels, each of which indicates 
an additional stage in the tree. 

  There are five standard categories used 
to describe the domain names and their 
functions: 

●	 Root	domain,	which	can	be	found	at	the	
highest	level	of	the	tree,	representing	an	
unnamed	level.	It	can	sometimes	be	shown	
as	two	empty	quotation	marks.	When	used	
in	a	DNS,	it	shows	that	the	name	is	located	
right	at	the	highest	level	of	the	tree,	and	it	is	
often	stated	by	a	trailing	period.	It	points	to	
an	exact	location	on	the	tree.	An	example	of	
this can be of a single period. 

●	 Root	domains	are	followed	by	the	
top-level	domain,	a	term	used	to	describe	
a	country,	a	region,	or	a	type	of	an	
organization.

●	 Second-level	domains	are	variable-length	
names that are assigned to appropriate 
top-level	domains,	depending	on	the	
organization	or	the	geographical	location.	
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Habitually, the Internet domain name is managed by a name regis-
tration authority on the Internet, and it is responsible for maintaining 
the profile of top-level domains that are allocated by countries and 
regions. These follow international compliant standards and often ex-
ist in abbreviations reserved for organizations, as well as for countries. 

A DNS database can be divided into several zones, and each zone 
carries a portion of the DNS database. This contains the resource re-
cords with the owner names that are part of the namespace. Zone 
files are part of the DNS servers, and these can be configured to host 
zero or multiple zones. 

Characteristically, each zone is then part of a particular domain 
name, which is refereed to its root. This zone contains all the informa-
tion about the names and ends in the zone’s domain root name. Yet, 
this DNS server is considered authoritative for a name. A name with-
in the zone can also be used to allot to a different zone that is then 
hosted by a different DNS server. Moreover, delegation is a process of 
giving the responsibility of the DNS namespace to a DNS server owned 
by a separate entity. This can be another organization or a working 
group.

Zones, root name servers
 The root zone is a global list of top domain levels, which consist of 

information. The information that root zones contain can vary from 
generic top level domains to top country code level domains. These 
include two letter codes, which represent each country, for instance, 
“.se”, symbolizing Sweden. In addition to this, internationalized top 
level domains are incorporated, which indicates that countries, gen-
erally more or less equivalent, are coded together. 

Collectively, each of those top-level domains, contains its own root 
zone in the numeric addresses of name servers. These aid with the 
top level domain’s subjects, and the root servers respond to reports 
when requested about a top level domain.

Some of the organizations that operate these root servers are US 
Army Research Lab, Internet Systems Consortium, NASA AMES Re-
search Center, US Department of Defense, University of Maryland, Co-
gent, University of Southern California, Net nod, RIP, Verisign, ICANN, 
and WIDE. These are the top 12 organizations using the root servers. 

●	 Consequently,	the	sub-domains	are	used	
to	describe	any	organization	that	is	created	
and derived from the second-level domain 
names. These include names that are added 
to enhance the tree of names in terms of the 
organizations	it	has.

●	 Hosts,	or	resources,	are	the	names	that	
are represented in the leaf of the DNS tree of 
names,	and	are	from	a	particular	resource.	
Typically,	the	left-most	label	of	the	DNA	tree	
identifies	itself	to	a	particular	computer	on	a	
network. 
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Yet, some of these firms have been using the root servers since the 
invention of the Domain Name System.

In other words, there are over three hundred root servers that have 
been distributed globally and onto the six most populated organiza-
tions. Moreover, each one can be reached through thirteen different 
IP addresses. Each organization can have one or two IP addresses, 
such as that of Verisign, which has two. Furthermore, any DNS query 
that will be sent through these addresses will get a fast response. In-
terestingly, times have changed since a decade ago, when there were 
only 13 root servers worldwide.

The Domain Name System is a major form that converts the Inter-
net domain names into numeric addresses. The hierarchy of these Do-
main Name Systems, also known as the authoritative name servers, 
consists of different levels of information. The DNS root zone is the 
most senior DNS zone in the classified namespace of the DNS of the 
Internet. The root name server is the combination of servers of the 
DNS. 

Besides, the root name server is the server name of the root zone 
of the DNS or Domain Name System. It is known to answer requests 
directly through the root zone. It is also known to record other re-
quests through several authoritative name servers by assigning prop-
er top-level domains, also referred to as TLD. These root servers are 
essential, as they are used primarily in case of solving or interpret-
ing human decipherable host terms into IP addresses. This is key for 
when one needs to communicate between different Internet hosts. 
The translation is done through a resolver, which answers the users’ 
queries directly. Likewise, it tries to identify each and every command 
word by word. 

UDP, a short form of User Datagram Protocol is known to be the 
combination of several protocols and certain limits in the Domain 
Name System. This practical size of non-fragmented User Datagram 
Protocol led to the conclusion that the number of root servers can be 
limited to thirteen server addresses. However, it should be noted that 
if any cast is used, then the root server number tends to be higher 
than predicted. 

13 root name servers worldwide

Verisign

USC-ISI

Cogent	Communications

University of Maryland

NASA

Internet	Systems	Consortium

Defense	Information	Systems	Agency

U.S.	Army	Research	Lab

Netnod

Verisign

RIPE NCC

ICANN

WIDE	Project
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gTLD and ccTLD
As you already know, TLD stands for Top-Level Domain, which can 

be seen whenever one writes the domain name or the web address or 
URL. To be exact, wherever your email address ends is where the top 
level domain lies. TLD is commonly known as the last part of the name 
of any website, domain, or email address. Some of the examples of 
Top Level Domain include .COM, .BIZ, .ORG, .NET, and so on. 

These Top-Level Domains can be categorized into two basic forms, 
mainly the gTLDs and the ccTLDs. TLDs are taken care of by the Inter-
net Assigned Number Authority, popularly known as IANA. This is the 
administration that is responsible for the root of the Domain Name 
System or DNS. The IANA is being operated by the ICANN, which 
stands for the Internet Corporation for Assigned Names and Num-
bers. It should be considered that the second part of the TLD is the 
dot, which helps us separate the TLDs. This is known as the second 
level domain and is supposed to be registered with a registrar. 

The generic Top-Level Domains, or gTLDs, as the name suggests, are 
generic. Hence, they are not for any specific country. These can be 
used by anyone who is surfing the Internet. Some of the top level 
domains include .COM, .ORG, .NET, .GOV and .MIL. These are generic 
top level domains that can be expanded to 22 gTLDs. Therefore, gTLDs 
tend to be more restricted, indicating that only a specific group can 
register and access them, after which they will be eligible. However, it 
should be noted that this does not mean that they are bound to any 
specific country. 

On the other hand, ccTLDs denote country code Top-Level Domains. 
These are more commonly known as the “two-letter TLDs”, which 
means they are allotted to countries established customarily on the 
ISOC 3166 list of country codes.

Furthermore, some countries have selected or opted to function 
their ccTLD solely for domains that will be used inside their country 
or within its geographic territory. It should be considered that some 
of the countries do not permit individuals to record the “Second-Lev-
el Domains” under the TLD. However, as an alternative, they choose 
to entail individuals to register Third-Level Domains under one of the 
wide range of different Second-Level Domains that are available. Some 
countries, such as the United Kingdom, are required to register their 

Largest TLDs by zone size

The Current  22 gTLDs
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domains of .UK such as, .CO.UK or .ORG.UK. This will basically change 
the generic top level domain to a country code top level domain. 

The country code Top Level Domain is specific to certain countries. 
Hence, each domain is based on a residency or the country extension. 
Although some have restrictions on who can register, most do not 
have this formality. .TV, .ME, .CC and .WS are some of the extensions 
that are said to be open for registration by the common public. Some 
of these extensions have also been repurposed for general usage. 

IPv4, IPv6
IP or Internet Protocol has many forms. Internet Protocol is a me-

chanical format of packets. These IPs are said to address a scheme, 
whereby computers can communicate through a given network. 
Some of the networks, to get a better connection, combine these In-
ternet protocols with a Transmission Control Protocol also known as 
TCP, which is a higher level protocol. This will help create a virtual con-
nection between the endpoint and source. To understand this con-
cept better, the Internet protocol can be compared to a postal system 
where a package that has an address is dropped into the system and 
the postal system helps you connect the sender to the receiver. IP is 
just the connection that is formed between the two hosts. Some of 
the most common terms people often get confused between are the 
IPv6 and the IPv4. 

Total country-code TLD (ccTLD)

http://CO.UK
http://ORG.UK
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IPv4, the Internet Protocol version 4, is simply the fourth version 
of the Internet Protocol. The main purpose of this is to recognize the 
devices in the addressing system that are passing through the net-
work. Consequently, it has been formulated to perform as a link in the 
interconnected system. 

Moreover, IPv4 is said to be one of the most common form of In-
ternet protocol which used to connect devices over the Internet. This 
version uses a 32-bit address scheme and allows over four billion ad-
dresses. However, because of the growth of the Internet, those IPv4 
addresses that are not used will eventually run out. This is due to the 
requirement of an address on every device, such as computers and 
smartphones. 

The newest edition is the one known as IPv6. This is the new Inter-
net addressing system that is mainly used due to many Internet ad-
dresses. Also called the IPng, which stands for “Internet Protocol next 
generation”, it is the Internet Protocol that has basically replaced the 
IPv 4. The successor is designed in such a way that the Internet and 
IPv6 will go hand in hand slowly. This is in terms of the total amount 
of data that is being transferred, or the traffic, and also with respect 
to the amount of hosts that are being connected. However, it should 
be noted that IPv4 and IPv6 are said to coexist together for at least a 
few years. 

The next generation Internet Protocol, or IPv6, has been in the de-
velopment phase since 1990. The main reason for its birth was due to 
the fact that people were concerned about the gap between the de-
mand and the supply of IP addresses. Although many people fear that 
the transition from IPv4 to IPv6 will not be easy, because many are not 
familiar with the impact of this new technology. The difference and 
the impact that it will have are explained as follows. 

The main difference between the IPv4 and the IPv6 is that the Inter-
net Protocol addresses are different. The IP address is a set of binary 
numbers which are different for both versions. The IPv4 is written in 
four numbers, which are separated by periods in the 32-bit address, 
and each of the numbers can be anything starting from zero to 255. 
On the other hand, IPv6 is a 128-bit IP address, which means it is writ-
ten in hexadecimal and is said to be separated by colons, rather than 
dots. This makes the entire procedure easier to use and implement.

IPv4 was basically used to transfer data from one device to the oth-
er. Every device, such as PC, Mac, or even a smartphone, will have its 
own address and is assigned a unique numerical IP address, as men-
tioned earlier. These are vital, as without an Internet Protocol, we 
would not be able to transfer or communicate any data. Hence, this 
can be regarded as the infrastructure of the web. 

Although the main function of IPv6 is mainly the same as that of 
the IPv4, it does have a huge difference. IPv4 utilizes 32 bits while 
IPv6 is 128 bit. The former means that IPv4 can support up to 2^32 

An  IPv4 address 

(dotted-decimal notation)
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IP addresses, which totals up to 4.29 billion. While this may seem like 
a large quantity, we face a crisis, because we have run out of these 
addresses. Although some of the addresses are not being used as yet, 
we are still almost out of these addresses. This is where IPv6 steps 
in, as it utilizes more Internet addresses. The IPv6 can support over 
2^128 addresses, which is a significant amount. This will keep the In-
ternet operational for centuries to come. The problem lies with the 
switch between the two. Although the progress started over a decade 
ago, only a small fraction has switched over to IPv6. In conclusion, 
one should note that both the IPv4 and IPv6 run parallel to each other 
due to which exchanging data needs special gateways, hence, slowing 
down the process. 

Name Server
The Domain Name System, or DNS, is simply a server-based soft-

ware designed to match and connect easy-to-read web addresses to 
officially registered numerical Internet protocol (IP) addresses. DNS 
uses a network of servers to carry out these matchup directory ser-
vices. These servers are known as “domain name servers”, “DNS serv-
ers”, or “Name Servers”. 

The network you log onto receives important information from a 
modem/ router, regardless of the device you are using, be it a PC, lap-
top, or smartphone. For instance, your Wi-Fi network, or ISP, includes 
an assigned network address and configurations, such as the Name 
Server(s). They are used to query DNS name resolutions and are part 
of the process of resolving (translating) domain name matchups to 
IP addresses. You can bypass this entire process and the use of DNS 
altogether by simply entering the IP address of your webpage into 
your browser’s address bar. However, this system was designed solely 
because of its inefficiency, as people usually cannot remember the IP 
address of all the websites they intend to visit.

Initially, a person makes a request on his or her computer by en-
tering a domain name, such as www.google.com, into the browser 
address bar. The computer will first check its cache to see if it has 
already been accessed recently or in the past, and thus, having saved 
its associated IP address. If so, it loads that webpage. Otherwise, it 
requests that information for the name server of the Internet Service 
Provider (ISP), which follows the same process. In other words, it loads 
the information from its cache, or requests it from other name serv-
ers in its network before communicating back to the computer for the 
requested webpage to load successfully.

Managing the entire directory of the Internet can get slightly com-
plicated, because millions of people worldwide make billions of re-
quests to load IP addresses daily. This is made simpler by the use of 

An  IPv6 address 

(in hexadecimal)

How Does DNS Work

https://www.google.com
https://www.youtube.com/watch?v=BCjUbpIzRs8
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specific Internet protocols mentioned in the last section, for instance, 
the IPv4 as well as IPv6.

It is important to understand that the DNS resolution process is an 
extra step that has to be processed. This can be time-consuming, as it 
adds to the time it takes to load a webpage. Thankfully, this does not 
happen every single time you visit a website. Instead, your computer 
has a mechanism to cache DNS results. Once your computer learns 
that a certain domain name is translated into a specific IP address, it 
saves that information for a certain period of time, so as not to over-
burden your RAM.

Furthermore, resolving a hostname IP address query will give you a 
more in-depth understanding of all the minute steps involved in pro-
cessing domain name resolutions, as various types of servers are in-
volved. We start by identifying important terms one should compre-
hend and then focus on the operation of a domain name resolution. 

As you may recall from prior reading, the management of the do-
main name system is broken down into regions known as the DNS 
zones. The system of millions of name servers worldwide processing 
domain name resolutions, which is managed by a hierarchical system 
where the top level is the DNS root zone. The DNS root zone includes 
13 clusters of root servers that are the “authoritative,” or the go-to 
servers for queries of the Top-Level Domains (TLD) of the Internet. For 
example, in the case of www.google.com, the .COM is the TLD. 

So then, what exactly is a recursive server?

Recursive Server

Think of a Recursive server as a search engine which searches oth-
er pages to match it with something similar a person searched for. A 
Recursive server sends out a request for information and has it re-
curred, or returned back to itself, to eventually provide to the original 
requestor.

Thus, what is an Authoritative DNS server?

Authoritative Server

Well, that is the name server containing the information that the 
DNS server is seeking. Similarly, it is the authority on the subject mat-
ter the DNS server is searching for. The purpose of the Authoritative 
DNS server is to respond to the DNS server. An Authoritative DNS 
server has the mapping of the IP addresses of the websites requested.

Therefore, the first thing your computer does when it seeks to re-
solve a domain name query that is not resolved from its own cache 
is to send it to nameservers of the ISP. These are Recursive servers. 
As those servers resolve a query, they are Recursive servers. The first 
thing those Recursive servers do is forward that request to a Root 

https://www.google.com
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DNS server. It is the Root DNS server that forwards the ISP’s Recur-
sive DNS server to an Authoritative DNS server, which is responsible 
for handling that specific domain. This ultimately provides the corre-
sponding IP address for the website being sought. 

This entire resolver operation is carried out in a span of nanosec-
onds. Nonetheless, Authoritative DNS server outages do happen. Yet, 
there is no need to have the same request to resolve for the IP ad-
dress of www.google.com to an Authoritative DNS server by the same 
ISP millions, if not billions, of times daily. As such, DNS caches store 
DNS resolutions for a fixed period of time, known as “time-to-live” 
(TTL). Such DNS caches are usually maintained by an ISP. However, 
routers used for home networks also have built-in mechanisms for 
DNS caches to improve overall speed and network efficiency.

Record Types

Record types are part of a bigger structure known as DNS zones. 
DNS zones are configurations implemented on Domain Name Servers. 
Continuing our last example, when a specific Authoritative DNS server 
directs a Recursive server for a specific TLD, it directs it to a certain 
TLD zone, a form of a hierarchical layout of several domains and/or 
subdomains. 

Nevertheless, when referring to DNS zones as a building, DNS re-
cord types should be considered as its individual rooms. A DNS record 
is a single data point which provides directions to DNS zones on how 
to process incoming queries. For example, the DNS Zone.google.com 
can have multiple DNS Records such as www.google.com, mail.goo-
gle.com, or maps.google.com.

A DNS record has three details attached: a record name, a record 
data or value, a.k.a. a record type, and time-to-live, or TTL. A record 
data/value are basically the instructors of various operations, while 
TTL is import, as it specifies how quickly a record is refreshed.

Specifically, TTL is a fundamental part of DNS Records that sets the 
time lag before a DNS Record is refreshed. It does so by defining the 
cache timeframe of DNS Records in seconds. The TTL process starts 
out with a name server inquiry for a DNS record. Consequently, the 
name server confirms to see if it has provided a cached DNS record 
within the TTL. If it has, it will do so again for the new query. If it has 
not, it will request the DNS zone for the record again and cache that 
for the period of the record TTL. 

Another aspect of TTL to consider is the fact that any changes to 
record values will only start to take effect once the TTL expires. Until 
that time, the record will remain stale with older data or value.

  The most common record types are the 
following:

●	 A	Records	-	represents	IP.	Guides	on	
where	the	Record	name	is	pointing	and	how	
to get there.

●	 CNAMES	-	represents	domain.	Guides	on	
where	the	Record	name	is	pointing	and	how	
to	get	there	MX	Records	-	specifies	email	
servers to route emails.

●	 TXT	Records	-	stores	text-based	data	and	
accesses it when needed.

●	 SPF	Records	-	permits	specific	servers	to	
use its domain name for email.

http://www.google.com
http://Zone.google.com
http://www.google.com
http://mail.google.com
http://mail.google.com
http://maps.google.com
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Security Issues and Hijacking
A very common problem with a name server and the DNS resolver 

operations is that it can be susceptible to security issues. The most 
common type of security issue is the DNS hijacking.

DNS hijacking works as follows. Usually, a scammer with the use 
of virus programs changes the designated DNS server to a malicious 
DNS server. This then guides the user visiting popular websites such 
as www.google.com or www.facebook.com to websites run by those 
scammers.

Practically, a user attempting to visit www.google.com enters it into 
his webpage address bar and a DNS resolution inquiry is launched. 
The ISP name servers respond back with the correct IP address. How-
ever, a pre-installed malicious software goes into action and directs 
the user to a malicious DNS server operated by the scammers, get-
ting the malicious DNS server to reply back with their own IP address, 
which is completely different. 

Although, the user would see “facebook.com” in their web brows-
er’s address bar, they may actually be at an entirely different site. 
It may look like the original website, but in reality, the malicious 
DNS server has led the unsuspecting user to an entirely different 
IP address site designed to gain vital credentials. This also leads to 
access to other sensitive personal information of users as well as their 
devices.

To rectify these issues, users are advised to continuously run anti-
virus software checks, as well as antivirus software upgrades. Users 
should also be on the lookout for error messages pertaining to web-
sites with encryptions certificates (HTTPS), such as bank websites. If 
a user believes he is visiting a bank’s website but is seeing “invalid 
certificate” messages for the website, the user is mostly likely a victim 
of DNS hijacking where culprits have successfully guided the user to a 
fake website masquerading as the user’s bank website to gain his/her 
login information.

Likewise, another alternative would be to use third-party DNS serv-
ers. As you learned earlier, users by default use their ISP’s DNS serv-
ers for domain name resolutions. Although, they can use third party 
DNS servers, most popular of which is OpenDNS. Such third party DNS 
servers are excellent for providing extra layers of protection via use of 
filter, as well as improved speed.

Improved speed is accomplished as more servers are utilized by the 
third party with a higher probability of accessing DNS servers within a 
closer proximity to the user, thereby reducing hops and latency of do-
main name resolution. Obviously, such gains in efficiency will depend 
on how far the third party servers are to the user relative to his or her 
current ISP DNS servers.

Top 10 DNS attacks

TCP/ UDP/ ICMP floods:	Flood	victim’s	
network	with	large	amounts	of	traffic

DNS cache poisoning: Corruption	of	a	DNS	
cache database with a rogue address

DNS tunneling: Tunneling of another 
protocol	through	DNS	for	data	ex-filtration

DNS based exploits: Exploit	vulnerabilities	
in	DNS	software

DNS reflection/DrDos: Use third party DNS 
servers	to	propagate	DDoS	attack

DNS amplification: Use	amplification	in	
DNS	reply	to	flood	victim

Protocol anomalies: Malformed DNS 
packets causing server to crash

DNS hijacking:	Subverting	resolution	of	DNS	
queries to point to rogue DNS  server

Reconnaissance:	Probe	to	get	information	
on network environment before launching 
attack

Fragmentation: Traffic	with	lost	of	small	out	
of order fragments

http://www.google.com
http://www.facebook.com
http://www.google.com
http://facebook.com
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Additionally, the use of filtering by third party DNS server providers 
is an advantage.  An example would be parental controls requiring the 
filtering of pornographic material. Third party DNS servers will return 
a “blocked” message for websites containing pornographic material.

New Developments
The Internet has developed immensely over the past two decades. 

Today, technological advancements have resulted in significant 
change. As such, with overpopulation as a main factor, the develop-
ing world creates an impact as it enters the Internet. Awareness of 
its expansion and how it is governed is spread worldwide. Below is a 
look at the new developments in the Domain Name System (DNS) that 
have taken effect to accommodate the growing number of Internet 
users. These are much larger and more diverse, since the rules were 
primarily introduced.

Internationalized Domain Names

Ever since the Internet became an Internet phenomenon, ICANN 
has been constantly asked to approve the support for character sets 
in the top level of the DNS, other than the 26 letters of the basic Latin 
alphabet. With the approval of Internationalized Domain Name, TLD 
can now include characters used in the local representation of lan-
guages.

The New gTLD Program

In order to promote competition among the domain name market-
place, ICAAN has basically allowed any established business to apply 
to become a new generic Top-Level-Domain (gTLD) registry, regard-
less of its location. Typically, there are many caveats, as well as certain 
responsibilities in place to be approved, to ensure proper functioning.

.XXX TLD 

Initially, there was the .US TLD that was introduced specifically for 
child-friendly content. Domain names registered to that TLD had to 
specifically cater to children. Therefore, if parents wanted their chil-
dren to have access to specific content only, .us was all they had to 
filter for. Recently, after much deliberation and controversy, there has 
been approval of the .XXX TLD. This indicates specifically adult con-
tent, and can be filtered for by anyone looking to restrict access to 
such content.

744 New gTLDs and Counting

Top 10 new gTLD Domains, mil
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Common Terms and Meanings
Domain Name Systems, or DNS, can be slightly complicated to un-

derstand. Therefore, below is a guideline of the most common terms 
and meanings associated with DNS that you can use as a refresher for 
yourself.

A Record 

‘A record’ is a single data point based on a certain type that provides 
directions to DNS zones on how to process incoming queries. For ex-
ample, the DNS zone can have multiple DNS records, such as, www.
google.com, mail.google.com, or maps.google.com.

Authoritative 

The purpose of the Authoritative DNS server is to provide an answer 
for the Recursive resolver, also named Recursive server. An Authorita-
tive DNS server has the mapping of the IP addresses of the websites 
requested.

CNAME

This is a record that can be used as alias for a hostname. For exam-
ple, maps.google.com is a CNAME for the host name google.com.

Delegation

This is the process of assigning responsibility of handling certain do-
mains and sub-domains to a name server.

DNS Query 

An inquiry from a user to translate, or resolve, a domain name for 
an IP address.

DNS Zone 

A specified section of the DNS namespace that has been broken up 
into sections, or zones; for the better management of DNS queries in 
the DNS zone. Each DNS Zone has specific DNS records that include 
information mapped to that zone about a domain.

IP Address 

This has a specific identifier for a computer system that helps other 
computers on the Internet to locate any specific computer. It is exact-
ly as the name implies, an address.
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MX Server

The MX Server is the server responsible for handling emails for a 
specific domain. MX stands for Mail Exchange.

Name Server

The name server forms part of the domain name system that has 
been set up to answer queries regarding a certain set of domains.

This is a DNS server designated to handle DNS queries and/ or pro-
vide additional information about the domain.

Recursive Query

This identifies requests from a user for information pertaining to 
domain name to identify its IP address.

Resolver 

It is also known as the Recursive resolver, or a Recursive server. A 
Recursive server sends out requests for information which bounce 
back in order to eventually provide to its original requestor.

Root

These are name servers that are known among all name servers. 
They forward the ISP’s Recursive DNS server to an Authoritative DNS 
server, which is responsible for handling that specific domain. This ul-
timately provides the corresponding IP address for the website being 
sought.

Start of Authority Record (SoA)

The start of authority record provides details of the basic properties 
of a zone, and is the first resource record in the system for that zone. 
Some of the details it includes are the host name, email of the person 
responsible for the domain, the zone serial number, TTL, and more.

Top Level Domain (TLD)

It is the highest level of the DNS hierarchy, examples of which are 
.COM, .ORG, .NET, and the like.

Time-to-Live (TTL)

TTL is a fundamental part of DNS Records, as it sets the time lag 
before a DNS Record is refreshed. IT does so by defining the cache 
timeframe of DNS Records within seconds.
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Common Errors
These are common errors you will face while managing 
networks with DNS.

TCP/IP Configuration Points to Public DNS Servers

This is a stereotypical error faced by the majority. TCP/IP settings 
are part of a network’s interface, which includes a list of DNS servers 
used by it. If those settings for a computer on the network are of an 
IP address that belongs to a public DNS server, as of an ISP, then the 
TCP/IP resolver will not be able to view Service Locator (SRV) records. 
These advertise domain controller services, Global Catalog, LDAP, and 
Kerberos. And if you do not have these, authentication problems will 
arise, which will complicate the operations of DNS. 

Fixing this problem is simple. All that is required is for you to enter 
the correct DNS entries in TCP/IP settings at the DC, populate the zone 
with SRV records by stopping and starting the Netlogon service. Addi-
tional changes to the DHCP scope option would also have to be made, 
as well as manually correcting DNS entries for any statically mapped 
servers and desktops.

Erroneous DNS Suffix Handling

DNS servers require each query to specify a target domain in order 
to select the proper zone file. Some DNS resolvers accept the regular 
domain name from the user, and then append a suffix to form Fully 
Qualified Domain Names (FQDN). This can then be sent to the DNS 
server. Usually, it is done by the resolver, as it can obtain the DNS suf-
fix from the AD domain name, among others. 

The domain to which a certain desktop or server belongs has a DNS 
name, as well as a simple host name. This can be found in the Proper-
ties of the local system, also known as the Primary Suffix, as per the 
TCP/IP Settings window. If that query fails and the “Append Parent 
Suffixes” option has been checked, the resolver strips the leftmost el-
ement from the primary suffix before trying again. So for www.google.
com, the resolver first appends www.google.com then google.com.

No Registered Records

This is a common error that usually originates for various clients 
due to an incomplete website setup. To resolve this error, clients must 
have a suite of offerings for database management, centralized do-
main, easy integration options, a full range of diagnostics and audit-
ing, additionally, with verification, as well as data integrity, as a holistic 
approach to prevent this error from arising.

http://www.google.com
http://www.google.com
http://www.google.com
http://google.com
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SNAME Error

SNAME errors are another common malady in terms of DNS errors, 
as they occur due to domain names not having a valid IP address. As 
such they are usually a result of invalid IP addresses, and they occur 
by advising users to validate all IP addresses well before the settings 
are actually finalized.

DNS Hijacking

Typically, the aspect of malware programs hijacks traffic to a certain 
degree and redirects it to another malicious site to generate revenue. 
DNS hijacking works as a scammer uses programs containing viruses. 
These end up changing the designated DNS server to a malicious DNS 
server that points to the user. This happens as they visit popular web-
sites such as www.google.com or www.facebook.com, websites run 
by those scammers.

These issues can be rectified by continuously running antivirus soft-
ware checks and upgrades. Users should be keenly on the lookout for 
error messages pertaining to websites with encryptions certificates 
(HTTPS), such as bank websites. If a user is visiting a bank’s website 
but is seeing “invalid certificate” messages for the website, the user 
is mostly likely a victim of DNS hijacking where culprits have success-
fully misguided the user to a fake website, masquerading as the user’s 
bank website to gain login credentials.

You can find out more information regarding the DNS system by going 
through the following list of websites. “

Name URL Description

DNSCAP - DNS traffic capture 
utility https://www.dns-oarc.net/tools/dnscap

A DNS traffic capture utility that 
provides DNS-specific functionality 
beyond that of tcpdump.

DSC - DNS Stats Collector https://www.dns-oarc.net/tools/dsc A DNS tool that creates statistical 
information for DNS traffic.

fpdns - DNS fingerprinting 
tool https://www.dns-oarc.net/tools/fpdns A tool used to fingerprint DNS 

resolvers.

dnstop http://dns.measurement-factory.com/
tools/dnstop/

A tool that builds statistics based on 
DNS traffic seen on the network.

dnsstat http://www.caida.org/tools/utilities/
dnsstat/

A DNS-specific tool that builds 
statistics based on DNS traffic seen 
on the network.

dig http://www.isc.org A powerful command line utility for 
debugging and troubleshooting DNS.

http://www.google.com
http://www.facebook.com
https://www.dns-oarc.net/tools/dnscap
https://www.dns-oarc.net/tools/dsc
https://www.dns-oarc.net/tools/fpdns
http://dns.measurement-factory.com/tools/dnstop/
http://dns.measurement-factory.com/tools/dnstop/
http://www.caida.org/tools/utilities/dnsstat/
http://www.caida.org/tools/utilities/dnsstat/
http://www.isc.org
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Name URL Description

host http://www.isc.org A DNS lookup command line utility.

nslookup http://www.isc.org and is included with 
many operating systems

A command line DNS lookup utility 
included in many operating systems.

dnsdump http://dns.measurement-factory.com/
tools/dnsdump/

A tool that will monitor and display 
DNS messages seen on the network.

dnsmap http://code.google.com/p/dnsmap/ A tool that collects all available 
information for a sub-domain.

TXDNS http://www.txdns.net/
A multithreaded Win32 tool used 
primarily to send many DNS queries 
at a time for testing DNS servers.

Open Resolver Test from The 
Measurement Factory

http://dns.measurement-factory.com/cgi-
bin/openresolvercheck.pl/

A web-based tool that will check DNS 
servers to determine if they support 
recursion from the Internet.

dnsenum http://code.google.com/p/dnsenum/
A tool that attempts to collect all 
possible information available for a 
domain.

Table 4. Resources

Location Description

RFC 882, DOMAIN NAMES - CONCEPTS and FACILITIES http://tools.ietf.org/html/rfc882

RFC 883, DOMAIN NAMES - IMPLEMENTATION and SPECIFICATION http://tools.ietf.org/html/rfc883

RFC 973, Domain System Changes and Observations http://tools.ietf.org/html/rfc973

RFC 1032, DOMAIN ADMINISTRATORS GUIDE http://tools.ietf.org/html/rfc1032

RFC 1033, DOMAIN ADMINISTRATORS OPERATIONS GUIDE http://tools.ietf.org/html/rfc1033

RFC 1034, DOMAIN NAMES - CONCEPTS AND FACILITIES http://tools.ietf.org/html/rfc1034

RFC 1035, DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION http://tools.ietf.org/html/rfc1034

Domain Name System Structure and Delegation http://tools.ietf.org/html/rfc1591

Negative Caching of DNS Queries (DNS NCACHE) http://tools.ietf.org/html/rfc2308

IAB Technical Comment on the Unique DNS Root http://tools.ietf.org/html/rfc2826

Domain Name System (DNS) IANA Considerations http://tools.ietf.org/html/rfc2929

Role of the Domain Name System (DNS) http://tools.ietf.org/html/rfc3467

RFC 3833, Threat Analysis of the Domain Name System (DNS) http://tools.ietf.org/html/rfc3833

http://www.isc.org
http://www.isc.org
http://dns.measurement-factory.com/tools/dnsdump/
http://dns.measurement-factory.com/tools/dnsdump/
http://code.google.com/p/dnsmap/
http://www.txdns.net/
http://dns.measurement-factory.com/cgi-bin/openresolvercheck.pl/
http://dns.measurement-factory.com/cgi-bin/openresolvercheck.pl/
http://code.google.com/p/dnsenum/
http://tools.ietf.org/html/rfc882
http://tools.ietf.org/html/rfc883
http://tools.ietf.org/html/rfc973
http://tools.ietf.org/html/rfc1032
http://tools.ietf.org/html/rfc1033
http://tools.ietf.org/html/rfc1034
http://tools.ietf.org/html/rfc1034
http://tools.ietf.org/html/rfc1591
http://tools.ietf.org/html/rfc2308
http://tools.ietf.org/html/rfc2826
http://tools.ietf.org/html/rfc2929
http://tools.ietf.org/html/rfc3467
http://tools.ietf.org/html/rfc3833
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Location Description

What’s in a Name: False Assumptions about DNS Names http://tools.ietf.org/html/rfc4367

Observed DNS Resolution Misbehavior http://tools.ietf.org/html/rfc4697

Use of Bit 0x20 in DNS Labels to Improve Transaction Identity http://tools.ietf.org/html/draft-vixie-
dnsext-dns0x20

Measures for making DNS more resilient against forged answers http://tools.ietf.org/html/draft-ietf-dnsext-
forgery-resilience

Domain Name System Operations Working Group http://tools.ietf.org/wg/dnsop

DNS Extensions Working Group http://tools.ietf.org/wg/dnsext/

BIND 9 Administrator Reference Manual (ARM) http://www.isc.org/sw/bind/arm95/

DNS and BIND, Fifth Edition http://www.oreilly.com/
catalog/9780596100575/

DNS Operations mailing list http://lists.oarci.net/mailman/listinfo/dns-
operations
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